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Abstract—DRAM faults are major hardware sources of cloud
node unavailability. To enable early preventive actions and
mitigate DRAM fault impacts, prior studies focus on predicting
DRAM uncorrectable errors (UEs) that typically cause immediate
node unavailability. In our cloud with over half a million nodes,
we firstly observe that the correctable error storm (numerous
CEs occur in a short period) dominates 56% DRAM-caused node
unavailability (DCNU). Therefore, we propose to predict DCNU
that takes account into both UEs and CE storms. Observing
that DCNUs have strong relevance to temporal statistics and
spatial patterns of CEs, we design novel spatio-temporal features
to train the prediction model. Considering the model’s real effects
cannot be evaluated by traditional metrics like Fl-score, we
propose a new metric NURR to quantify the node unavailability
reduction and tune model hyperparameters with NURR. Our
approach achieves over 40% better NURR than existing methods
on historical data and runs stably in the production environment.

[. INTRODUCTION

Today’s software applications are increasingly built on cloud
services and deployed on cloud platforms. IDG [22] reports
that 81% of organizations leverage the cloud in their IT
infrastructure. Cloud platforms such as Amazon Web Services
(AWS) and Microsoft Azure are providing services to millions
of users worldwide on a 24/7 basis. Therefore, high avail-
ability becomes an essential requirement for cloud computing
systems. Many cloud service providers have promised exact
availability levels in their Service Level Agreement. For ex-
ample, for our public cloud service, Alibaba Cloud Elastic
Compute Service (ECS), we promise that the availability of
one multi-zone service should be no less than 99.995% [7]. It
means the service is only allowed to be unavailable at most
130 seconds per month.

Plenty of efforts have been made to improve service avail-
ability of cloud platforms [17], [25], [28], [29], [42]. However,
in reality, many hardware issues still exist in cloud comput-
ing systems, e.g., DRAM failures and CPU failures. These
failures typically cause computing nodes to be unavailable,
significantly impacting the overall service availability. In our
cloud platform for ECS, a hyper-scale system composed of
over half a million computing nodes, we define an unavailable
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node as an online node that fails to respond over a minute.
DRAM faults are observed as the leading hardware sources of
node unavailability.

Error Correction Code (ECC) has been developed to detect
and correct DRAM errors and mitigate the crucial impacts
of DRAM faults. For example, the single-bit error correction
and double-bit error detection (SEC-DED) ECC can correct a
single-bit error. The more complex Chipkill ECC [11] is able
to correct any number of error bits in a single chip. Errors
corrected by ECC are referred to as correctable errors (CEs).
Usually, a few CEs have negligible impacts on the system.
However, the error pattern may go beyond the capability of
ECC. Such an uncorrectable error (UE) typically leads to a
subsequent OS crash and node unavailability. As a result,
dozens of studies are dedicated to predict DRAM UEs [2],
[16], [18]. They commonly train a predictor from historical
data and then perform UE predictions for further mitigation
actions such as replacement of problematic Dual Inline Mem-
ory Modules (DIMMs) [16], job migration [2], etc.

In our hyper-scale cloud, besides node unavailability caused
by UEs, we find that a live node may also fail to respond
when a burst of CEs occurs in a short period (denoted as
CE storm) and cause a kind of denial of service attack
[10], [30]. Critically, we firstly observe that CE storm is the
leading DRAM issue which dominates 56% DRAM-caused
node unavailability (DCNU). Furthermore, we notice that the
communications between a small fraction of DIMMs and the
hardware systems are sometimes lost, under which condition
the node will also be unavailable. Therefore, we propose to
predict DCNU, which not only considers UEs, but also takes
into account CE storms and DIMM communication losses.

To correlate DRAM errors and DCNUs, we conduct an
empirical analysis on the logs collected from more than half a
million nodes in ECS system over one year. We observe that
the temporal statistics of CEs are highly relevant to DCNUs:
CEs are frequently observed in the several hours before the
nodes become unavailable. Furthermore, we find that the CE
spatial distributions are also strong indicators of DCNUs.
At the micro-level, a DRAM bank is structured as a two-
dimensional cell array indexed by rows and columns. A faulty
row/column is defined as a row/column that experienced CEs
on at least two different spatial locations. Our analysis shows
that faulty rows/columns are found on over 70% nodes before
they become unavailable.



Inspired by our statistical observations, we then design novel
spatio-temporal features for DCNU prediction. Firstly, we
design several DRAM error patterns (e.g., faulty row/column)
to capture the spatial CE distributions and aggregate them on
different DRAM components. Furthermore, we employ tempo-
ral aggregations to capture the important statistics such as sum
and increment of the spatial features and other kernel events in
both short-term and long-term time windows (e.g., the latest
3 hours and 4 weeks). The novel spatio-temporal features are
combined with static configuration information such as CPU
generation and DRAM capacity to train a machine-learning
(ML) model for DCNU prediction. Considering the model’s
real effects cannot be evaluated by traditional metrics like F1-
score, we propose the new metric NURR (Node Unavailability
Reduction Rate) to quantify the node unavailability reduction
and tune model hyperparameters with NURR.

We then develop XBrainM (M means Memory), an Artificial
Intelligence for IT Operations (AIOps) system to predict and
mitigate DCNUs in hyper-scale clouds. It ensembles both
the ML model and traditional rule-based prediction, e.g., the
number of recent CEs exceed a certain threshold, to predict
DCNUs. When either the rules or the ML model reports a
DCNU alert, the system then migrates virtual machines (VMs)
hosted on the predicted faulty nodes to other healthy nodes.
After that, the domain experts quickly locate the underlying
DRAM issues, and finally, the problematic DIMMs get re-
paired or replaced.

The offline experiments on the one-year logs demonstrate
the effectiveness of our approach: the predictor achieves 40%
absolutely better NURR than existing methods, with more
than 77% recall and 65% precision. XBrainM has also been
integrated in the production environment of ECS system for
over a year. Online results show that XBrainM significantly
reduces node unavailable rate and node unavailable time
(caused by DRAM faults) by 57% and 69%, respectively. Our
main contributions are summarized as follows:

o We first propose to predict DCNU relevant to availability
in clouds and successfully built XBrainM to predict and
mitigate DCNU in hyper-scale clouds.

o We conduct statistic analysis on the field data and observe
that: besides UEs, the CE storm is another major cause
of node unavailability; faulty rows/columns are strong
indicators of DCNUs.

« We use plenty of raw features and employ novel spatio-
temporal feature engineering to achieve high prediction
performance.

o Our predictor achieves more than 40% better NURR than
existing methods on historical data. We also integrated
XBrainM in the production environment of ECS system,
effectively reducing 69% node unavailable time.

The rest of this paper is organized as follows: Section II
introduces the background. Section III presents an exploratory
study to correlate DRAM errors and DCNUs. Section IV
introduces key components of our solution. Section V and
VI detail our feature engineering methods and evaluation

strategies, respectively. Section VII provides the offline and
online results. The related work and conclusion are presented
in Section VIII and Section IX.

II. BACKGROUND AND PROBLEM FORMULATION
A. Terminology

DRAM fault and error. A fault refers to the underlying
cause of an error, while an error is the symptom of a fault. Note
that a fault may not manifest in errors if the faulty location is
not accessed.

DRAM errors are reported when the bits returned differ
from what has been written. Depending on whether ECC
can correct them, DRAM errors are further characterized as
correctable errors (CEs) and uncorrectable errors (UEs). A
fault may cause many errors (CEs/UEs) if the faulty addresses
are accessed frequently.

Hard and soft fault/error. Faults are categorized into soft
faults and hard faults. Soft faults occur randomly and may get
recovered, such as strikes of high-energy particles or cosmic
rays. Hard faults often refer to hardware damage. Errors
caused by soft/hard faults are referred to as soft/hard errors.
In practice, we follow a common rule of thumb and define
hard errors as the repeated errors on the same cell [21].

Faulty row and column. A faulty row/column is defined as
a row/column on which errors occur on at least 2 different
locations. Usually, a faulty row/column is likely to trigger
many errors (CEs/UEs) when it is frequently accessed.

Node unavailability refers to that an online node fails to
respond for over a minute.

CE storm. Usually, when a CE is identified, processors send
System Management Interrupt (SMI) or Corrected Machine
Check Interrupt (CMCI) to the firmware or OS. Generally,
a few SMI or CMCI events have negligible performance
impacts. However, in the extreme cases of CE storms, the
system error handling mechanism would exhaust the CPU
resources for error handling and cause a node to become
unresponsive [10], [30]. In our practice, we frequently observe
node unavailable cases associated with the pattern that the
number of CEs exceeds 500 in 1 minute. When a node become
unavailable and the above pattern is satisfied, furthermore, we
did not find UE and DIMM communication loss on the node,
we regard the unavailability is caused by CE storms.

DIMM communication loss refers to the condition that the
communication between the DIMM and hardware system is
lost, which typically can be reported by the system log.

DRAM-caused node unavailability (DCNU) refers to node
unavailability caused by UEs, CE storms, and DIMM com-
munication losses: a memory UE typically leads to a system
crash, and the node goes unavailable; a fraction of CE storms
or communication losses may also cause node unavailability.

B. Cloud Computing Systems

A typical cloud computing system is composed of numerous
computing nodes, and each hosts multiple VMs. Let us take
ECS system as an example. ECS system is composed of more
than half a million physical computing nodes. The nodes are
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Fig. 1: DRAM components.

arranged into racks, and a group of racks forms a cluster.
Usually, cloud computing systems use virtualization technol-
ogy to provide a scalable and reliable runtime environment.
However, software or hardware issues sometimes cause nodes
to be unavailable, significantly impacting service availability
provided by a VM, a node, even a large cluster.

Once a node is likely to be unavailable, it is better to migrate
the workloads to other nodes promptly. Such a procedure is
called live migration, which refers to moving a running VM
between different nodes without disconnecting the clients or
applications. Live migration is a powerful mechanism used in
ECS system and other cloud computing systems. It enables
rapid movement of workloads within clusters with low impact
on running services.

C. Service Availability

High service availability is crucial to cloud computing sys-
tems. Cloud service providers have made every effort to assure
the promised high service availability. Internally, they build
strong infrastructures to monitor and log service status. Some
clients are deployed to perform heartbeat probes periodically
to assure node health. Moreover, they collect static config-
urations and monitoring data from operating system (OS)
or Baseboard Management Controller (BMC). The typical
monitoring data include error logs from kernel modules like
mcelog and error detection and correction (EDAC), system
resource usage (e.g., CPU and memory), and performance
metrics (e.g., latency and throughput) from the computing
nodes. Various alerts are developed based on the monitoring
data to provide early warnings of potential failures, e.g., CE
exceeds a predefined threshold. Then, preventive actions such
as live migration can be performed to mitigate the failure
impact.

Although tremendous efforts have been made to maintain
high service availability, in reality, there are still many unex-
pected system issues causing node unavailability, e.g., software
crashes, kernel panic, hardware errors, and memory/cache
UEs. Once a node becomes unavailable, all VMs on it will fail
to serve user requests. Among the failure causes, DRAM faults
were observed as the leading hardware issues in the cloud and
high-performance computing areas [24]. We found a similar
observation in ECS system, which indicates that DRAM faults
significantly impact service availability.

D. DRAM Components and Errors

DRAM components and errors. As shown in Fig. 1, in
modern cloud servers, a CPU has several memory controllers.
Each controller communicates with DIMMs through high-
speed memory channels. Usually, a memory channel is shared
by several DIMM slots. A DIMM has several ranks, and
each is composed of several DRAM chips. For typical DDR4
DIMMs, a rank is composed of 16 chips for data bits and
2 additional chips for ECC bits. A chip consists of multiple
banks, which enables the access parallelism. A DRAM bank
is structured as a two-dimensional cell array indexed by rows
and columns. At the micro-level, a cell can store multiple bits
of data, and the number of data bits stored in a cell is called
the data width of a chip, which is usually denoted as x4, x8,
or x16, etc.

DRAM errors are the most commonly observed hardware
errors in the cloud. They may occur on cells, rows, columns,
even large blocks of the banks. The soft error usually occurs
randomly and can hardly repeat. In contrast, hard errors are
caused by hardware faults such as irreversible hardware wear-
out and often repeat from time to time.

Error mitigation approaches. ECCs have been developed
to detect and correct errors. The ECC algorithms used in
modern CPUs are likely to correct almost any number of
error bits in a single chip [11], [23]. If the error pattern goes
beyond the correcting capability of the ECC, a UE will happen
and lead to a system crash. The common strategy to avoid
memory errors is to stop using the fault regions. Operating
systems provide the mechanism of page offlining [8], [39] to
avoid memory errors. However, it is not applicable to cloud
services as unexpected large number of page offlining in peak
service time may impact performance. The traditional method
to repair hardware is based on a predefined error threshold.
For example, a DIMM would be replaced when it reaches
thousands of errors within 24 hours [16], [30].

III. EXPLORATORY STUDY

We conduct an empirical study on the logs collected from
over half a million nodes in ECS system over a year. The
logs include the timestamp and error location of CEs, the
occurrence of DCNUSs. We perform considerable experiments
on correlation analysis and present four major observations in
this section.

Observation 1: CE storms are also major causes of
DCNUs. Prior studies [12], [20], [35], [45] focus on UE
analysis. We found that CE storms are also major causes of
DCNUs: 56%, 42%, and 2% of DCNUs are caused by CE
storms, UEs, and DIMM communication losses respectively.
As described earlier, a UE typically leads to a node crash
and a few CEs have negligible impacts. However, in reality,
even live nodes may fail to respond to user requests when
numerous CEs are continuously reported and handled. Our
findings indicate that only UE prediction is not enough in
our application context. Besides preventing UEs, we need to
prevent node unavailability caused by CE storms.



TABLE I: CE temporal statistics in normal and failed nodes.

Normal Nodes Unavailable Nodes

Lifetime
(months to years) 3h 1d 7d
1st quartile 5 15 24 28
Median 8 137 164 182
3rd quartile 20 944 1179 1257
Average 1041 8089 18201 23841

Observation 2: CEs are frequently observed before
nodes become unavailable. For each DCNU occurrence, we
aggregate the preceding CEs in 3 different time windows of
3 hours, 1 day, and 1 week before the DCNU. For simplicity,
on normal nodes, we count the number of CEs throughout
their lifetime (most nodes are running in the cloud for months
to years). Table I shows the statistics of the data. Obviously,
the number of CEs on the unavailable nodes are an order of
magnitude higher than those on the normal nodes. The results
indicate that CEs are indicators of DCNUs.

Observation 3: Faulty rows/columns are more frequently
observed on unavailable nodes. Several prior studies have
analyzed the spatial distribution of DRAM errors [1], [21],
[38]. In case of many errors spanning in a large region of one
row, the DIMM is likely to experience more errors in the future
[21]. Here we further explore the relationship between DRAM
spatial error patterns and DCNUs, which is not enclosed in
previous studies.

Faulty rows and columns are commonly observed DRAM
error patterns (defined in Section II-A). Fig. 2(a) illustrates
the percentage of unavailable and normal nodes that have
experienced faulty rows/columns, respectively. The results
show that faulty rows or columns are more frequently observed
on unavailable nodes than normal nodes. More than 70% of
unavailable nodes have at least one faulty row or column.
However, only no more than 5% normal nodes experienced
faulty rows or columns. This observation indicates that spatial
error patterns are predictive indicators of DCNUs.

Observation 4: DCNUs have long-term relevance to
faulty rows/columns. Fig. 2(b) visualizes the cumulative
distribution function (CDF) of time intervals to the consequent
DCNU after a new faulty row or column is observed. As we
can see from the figure, 56% or 62% of DCNUs occur within a
month once a new faulty row or column is observed. However,
some nodes experience DCNU much later in the complicated
environment. Therefore, we use four time windows within a
month and the entire lifetime of a node as the observation
windows to generate features (detailed in Section V).

IV. XBRAINM: AN AIOPS SYSTEM

We design XBrainM, an AIOps system integrated in ECS
system, to predict and mitigate DCNUs. We briefly introduce
the key components of XBrainM in this section.

A. System Overview

Fig. 3 shows the workflow of XBrainM. The system collects
raw logs from multiple sources and feeds the cleaned data
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Fig. 2: Statistics on faulty rows and columns.

to the prediction module. The prediction module includes
rule-based prediction and learning-based prediction. Rule-
based prediction is based on simple heuristic rules capturing
definitive signals of DCNUs, e.g., the number of recent CEs
exceeds a certain threshold. Learning-based prediction can
capture more complex signals that the rules cannot cover.
It involves feature engineering, model learning, and predic-
tion. The system periodically performs predictions to estimate
whether ECS system nodes will experience DCNU in the near
future. The system indiscriminately starts VM migration no
matter the prediction is from the rule or ML model. Then
stress testing (see Section IV-F) is used to validate DIMM
health, and finally, the problematic DIMMs are repaired or
replaced.

B. Raw Data Collection and Cleaning

ECS system has already supported the monitoring infras-
tructures as described in Section II-C. We collect the data from
multiple sources, including hardware/BIOS/OS configurations,
EDAC log, mcelog, kernel log, SEL, and BMC log. The
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Fig. 3: The workflow of XBrainM.



static configurations are saved into a distributed database after
node startup. The monitoring clients on nodes sample runtime
system events and flush the data to the database. EDAC driver
decodes the system address of the errors to the memory
location, i.e., the socket, the memory controller, the channel,
the slot, the rank, the bank group, the bank, the row, and
the column. We clearly mark the source of the events and
clean duplicates. When a node is detected to be unavailable,
system experts on BMC, BIOS, and OS double-check the
root cause according to the system logs and status, and mark
the unavailability labels. As to online prediction, the runtime
data is feed to online models through Flink [4], a streaming
processing framework.

C. Rule-based Prediction

Several prior studies [16], [30] have explored the use of
simple heuristic rules for predicting or mitigating DRAM
errors. XBrainM applies total 18 heuristic rules to report early
alerts of DCNUs. The rules are designed to capture definitive
DCNU signals, e.g., the number of recent CEs exceed a
certain threshold. These rules have been carefully tuned and
running stably in ECS system, performing well in terms
of interpretability and computational efficiency. However, a
DCNU may have complex relevance to a large number of
indirect signals, which cannot be well handled by the simple
rule-based prediction.

D. Learning-based Prediction

To address the limitations of rule-based prediction, we
further introduce learning-based prediction to XBrainM, which
automatically learns the complex relevance between a large
number of factors to DCNUs.

Prediction model. DCNU prediction is a typical binary
classification problem. Normal nodes and unavailable nodes
are considered as the negative and positive class in our system,
respectively. Four machine learning models showing the state-
of-the-art performance in binary classification are selected as
candidates for evaluation, including extreme gradient boosting
(XGBoost) [5], Random Forest (RF) [3], Support Vector
Machine (SVM) [32], and Logistic Regression (LR) [40].
In practice, we expect that the model can be trained in
parallel for performance consideration. In addition, the model
is expected to quantify the importance of the features. Thus,
data analysts can provide valuable suggestions based on the
feature importance, such as model selection for DIMMs and
servers. Furthermore, the model should be robust enough to be
deployed in the hyper-scale cloud. To this end, we finally select
XGBoost, which not only satisfies three basic requirements but
also shows the best prediction performance in the experiments.

Prediction interval and prediction window. As described
previously, DCNU prediction is performed periodically. A
moderate prediction interval is desired to report DCNU alerts
in time. In XBrainM, we find the day-level interval is in-
sufficient to predict some DCNUs on time, while 1 minute
introduces too much system overhead. Finally, we chose to
perform predictions every 5 minutes. As to the prediction
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Fig. 4: Time windows in XBrainM.

window, its length is set as three days. That is to say, we
perform the prediction every five minutes to predict DCNUs
in the future three days.

Sampling interval and observation window. As shown in
Fig. 4, in XBrainM, the sampling interval for runtime events is
1 minute, e.g., we save the CE counts of nodes in every minute.
To generate more effective spatio-temporal features, we use
multi-resolution observation windows to aggregate both the
short-term and long-term error statistics from historical data.
For example, in time ¢, we compute the sum and increment of
CE counts in the recent 3 hours and 1 week, which are then
used to predict DCNUs occur in the three days after ¢.

Feature engineering. Static node configurations and tempo-
ral error statistics are common features used in prior studies
[2], [29]. Besides them, inspired by the observation that faulty
rows and columns are predictive indicators of DCNUs (see
Section III), we further explore micro-level spatial patterns
of DRAM errors and then leverage multiple windows to
aggregate the spatial statistics. More details will be discussed
in Section V.

Model training and tuning. Software upgrades and work-
load variance may lead to data changes in the cloud. We
retrain the model to adjust the environment change every
3 months, as the data in a 3-month period is relatively
stable for such a large-scale cloud. Moreover, when plenty
of new nodes are deployed online, or prediction results are far
from expected, we also train a new model on demand. We
employ Bayesian optimization [36] to optimize the model,
seeking the best hyperparameters. Considering the model’s
real effects cannot be evaluated by traditional metrics like F1-
score, we propose the new metric NURR to quantify the node
unavailability reduction (detailed in Section VI). We always
use the hyperparameter combination achieving the best NURR.

Deployment in the cloud. The online deployment is divided
into 2 stages: (i) Grayscale validation: in this stage, we do not
take any mitigation actions but only validate the performance.
(i) Online validation: after 3 months of running, we know
the online performance of the model. If its performance is
acceptable, it can be used to trigger DCNU mitigating actions
(e.g., live migration) in the production environment.

E. Training and Prediction Overhead

XBrainM uses a few dedicated servers to train the prediction
models and perform online predictions:



e Training ML models: 1 VM with 104 cores and 300 GB
memory. Training with the 3-month data as input takes
around 4 hours.

¢ Online prediction: 30 VMs, each with 4 cores and 8§ GB
memory. One-round feature extraction and prediction for
over half a million nodes can be finished in 1 minute.

FE. Mitigating DRAM-Caused Node Unavailability

When the rules or the learning model predict a node to
be unavailable, we then perform live migration to migrate all
VMs on the node to a healthy or vacant node. Generally, live
migration can move VMs seamlessly without disrupting the
running services, but it sometimes fail or cannot be applied
due to limitations such as network boundaries. Cold (non-live)
migration is suitable for more general cases, which isolates
the VMs by shutting down or disconnecting from the network
and then performs the migration. During cold migration, the
original node is unavailable for a while.

After all VMs are successfully migrated, the predicted
faulty node is then marked as offline, and stress testing is
performed to reproduce DRAM errors. The testing tool scans
through memory addresses with the popular algorithms used
in memory testing, such as modified algorithmic test sequence
(MATS) and march C- [33]. If the tested nodes go unavailable
and DRAM faults are confirmed, we send a repair ticket to
platform engineers to repair or replace problematic DIMMs.

V. FEATURE ENGINEERING

Usually, predicting DRAM error/failure is quite challenging
because the features extracted directly from the raw logs are
either few or ineffective. For example, studies [2], [16] only
use 3 and 20 features for prediction, which is not sufficient
to achieve desirable performance in our evaluation. Richer
features are included in our system. We employ novel feature
engineering methods to extract static, spatial, and temporal
features from the large-volume raw data.

A. Static Features

Static features represent fixed characteristics of a physical
node or DRAM components, e.g., CPU generation and DRAM
capacity. We perform one-hot encoding to transform these
static, categorical configurations into binary vectors. We use
total 11 static features and some typical features are:

o CPU Generation: different generations may use different
ECC algorithms.

¢ DIMM Vendor: different manufacturing process may in-
volve different reliability characteristics.

o DIMM Capacity: relevant to DRAM density.

« Server Model: though it is not directly relevant to DIMM
quality, difference of hardware configuration and fa-
vorable workloads may trigger different fault patterns
relevant to DCNU.

o Cluster: nodes in the same cluster are likely to run similar
workloads and exhibit similar fault patterns.

o BIOS/OS Version: relevant to the behaviors of the system.
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Fig. 5: Spatial error patterns.

B. Spatial Features

As introduced in Section II-D, a DRAM bank is structured
as a two-dimensional cell array indexed by rows and columns.
Considering the spatial error distributions (e.g., faulty rows/-
columns) on the DRAM bank are relevant to DCNUs, we
design a series of spatial features.

Bank-level features. Firstly, to infer the fault range and
severity on a DRAM bank, we count the number of rows
and columns that experienced CEs, then compute the sum,
average, max of CEs and cells experienced CEs on them.
For example, the feature “ce_count_col_max” represents the
maximum number of CEs on rows.

Then we design several error patterns to capture the micro-
level CE spatial distributions. Fig. 5 illustrates the spatial
distributions of these patterns, which are defined as follows:

« Single soft error. A single error occurs in a new cell that
is not in the faulty row/column.

« Single hard error. A cell not in a faulty row/column has
experienced at least two errors.

o Faulty row/column, as defined in Section II-A.

o Corrupt row/column. A faulty row/column is observed,
and at least 1 hard error is observed in the row/column.

The single soft/hard error is used to distinguish the transient
soft fault from the permanent hard fault on a single cell. In
addition, we use a corrupt row/column to check whether hard
errors are observed on a faulty row/column, which typically
indicates the faulty row/column is repeated accessed and likely
to trigger more CEs.

DIMM/Node-level spatial features. We then aggregate
those bank-level features to DIMM and node level by com-
puting the max, sum, average, and standard deviation of each
features from all banks that experienced CEs. For example,
“single_hard_error_b_sum” means the total number of the
single hard error pattern among all banks of a node.

As introduced in Section III, fault rows/columns are pre-
dictive indicators of DCNUs. With rich features relevant to
faulty rows/columns, the ML model is able to learn the subtle
correlation between fault rows/columns and DCNUs.

C. Temporal Features

Beside the spatial features, we also use relevant events from
kernel logs, including CMCI Storm Detected (more than 16
CEs in second), MCE Killing (processes get killed due to



hardware memory corruption), CE Suppressed Notify (CEs
are suppressed by a special suppressing mechanism), etc. We
aggregate the historical occurrence of spatial feature as well
as the kernel events to correlate them with DCNUs.

Since we observe that some DCNUs are more relevant to
temporal error statistics, we select 3 hours, ldays, 1 week,
4 weeks, and the entire lifetime of a node as the different
time window to aggregate the statistics of all features within
the windows. For each time window, we calculate 7 types of
popular statistics from the raw data with 1-minute granularity.
Let t be a timestamp, « be an event, X be a sequence of
minute-level event counts in the time window (¢ — w, ], u be
the mean of X, o be the standard deviation of X. The statistics
at t are computed as follows:

o Sum(z,t,w) and Std(z,t,w) refer to the sum and stan-

dard deviation of event counts of = in the time window.

e Diff means the difference of total errors in the first
and second half of the time window: Dif f(x,t,w) =
Sum(x,t,¥) — Sum(x,t — 2, ¢)

e Delta is the difference of total errors in recent 2 time
windows: Delta(z,t, w) = Sum(z,t,w) — Sum(z,t —
w,w)

o Kurtosis is a statistical measure of the tail of the proba-
bility distribution. We use the standard measure of a dis-
tribution’s kurtosis, a scaled version of the fourth moment
of the distribution: Kurtosis(z,t,w) = E [(%)4}

o Skew differentiates extreme values in one versus the
other tail. Let i be the median of X: Skew(z,t,w) =
3(p—p)

B Eniimpy measures the average level of “uncertainty”
inherent in the possible outcomes of a random variable.
Assume that there are k different values observed in
X, and let p; denote the probability of ¢-th value,
which equals to the ratio of the frequency of i-th
value to the number of sampling periods. We have
Entropy(e, t,w) = — Y1, pilog(ps)

Our feature engineering can produce more than 10,000
features. We then adapt recursive feature elimination [19] to
further improve the feature set: (i) Train a XGBoost model;
(ii) Eliminate the top-5% least important features ranked by
XGBoost; (iii) Repeat step iii until the prediction performance
cannot be improved in recent three iterations. After that, about
2,500 features are reserved. They achieve the best prediction
performance with limited computational cost (see Section
IV-E), thus are used for regular training and prediction.

VI. MODEL EVALUATION

Correctly evaluating the model’s effects on node unavail-
ability is vital before deploying a model online. XBrainM in-
troduces sequential node-level evaluation strategies and a new
metric NURR to estimate the node unavailability reduction
and tune model hyperparameters with NURR.

A. Sequential Node-level Evaluation

To learn an accurate model, we need to split the error
logs to simulate the real cases as much as possible. In our

experiments, we keep the log in sequential order and split the
data into 3-month pieces, using the earlier 3-month data as
training data and the subsequent 3-month data for testing.

Since that prediction evaluation window is 3 days which
is much longer than the prediction interval 5 minutes, once a
DCNU belongs the 3-day prediction window of any prediction
interval, the DCNU impact can be mitigated. Therefore, we
aggregate the predictions to node level and evaluate the pre-
diction performance only according to whether the DCNU is
in the prediction window or not. In other words, a correct pre-
diction is counted if DCNU occurs in the prediction window
of any prediction which predicts the node to be unavailable.
On the other hand, multiple incorrect predictions on a normal
node are counted as a single false prediction.

B. Node Unavailability Reduction Rate (NURR)

Traditional evaluation metrics for binary classification in-
clude recall, precision, Fl-score, etc. Let TP, FP, and FN
denote the total number of true positives, false positives, and
false negatives, respectively. Precision, TP/(TP+FP) is defined
as the ratio of true positives to total alerts. A low precision
value indicates that many useless migrations would be taken.
Recall, TP/(TP+FN), is defined as the ratio of true positives
to total DCNUs observed. A low recall value indicates we
fail to identify a large portion of DCNUs to happen in the
future. In many cases, a high precision value is likely to be
associated with a low recall value and vice versa. Fl-score is
the harmonic average of precision and recall to penalize a bias
to any of the two metrics.

These metrics are useful for evaluating the prediction accu-
racy. However, they cannot measure the model’s real effects
on node unavailability. In this subsection, we propose a new
metric, Node Unavailability Reduction Rate (NURR). NURR
is directly relevant to node unavailability. We use NURR
instead of F1-score to tune the model hyperparameters to reach
lower unavailability in our cloud.

Let ¢, denote the average duration of node unavailability
that fails to be predicted. Without a prediction model, the total
node unavailable time is:

T =t,(TP + FN) )

In XBrainM, the direct node unavailability is greatly re-
duced by early VM migration. As described in Section IV-F,
VMs on most nodes are moved by live migration transparently.
A small fraction of nodes experience cold migration, during
which process the node is marked as unavailable for a while.
Let y denote the percentage of cold migration, ¢,, denote the
average node unavailable time during cold migration. Consid-
ering the impact of DCNU prediction and VM migration, there
would be three DCNU cases as illustrated in Fig. 6:

o Case @: Correct prediction (TP) and cold migration is
performed. The total unavailable time under this case is
Yt - T'P.

o Case @: Prediction missed (FN). The average duration of
this case is t,,, and the total unavailable time is ¢, - F'N.
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Fig. 6: DCNU cases with a prediction model.

o Case ©: False DCNU prediction (FP) and cold migration
is performed. As described before, the nodes will be
considered as unavailable for a while if the cold migration
is performed. The total unavailable time is yt,, - F'P.

Therefore, considering the prediction and VM migration

impact, the new total unavailable time is:

T =yty, - TP+t, - FN +yt,, - FP )
The node unavailability reduction rate is calculated as:
T-T
NURR = T 3)
_ ty(TP+ FN) — (yty - TP+t - FN + yty, - F'P)
B tu(TP+ FN)
“)
_ t, TP —yty, - TP —yty, - FP )
N tu(TP + FN)
B TP tm TP+ FP ©)
~TP+FN Y1, TP+FN
TP
TP tm TPLFN
= 5N Y i ™
TP+ FN tu 7p1Fp
t Il Y
= recall — yﬂ& =(1- Yty ) - recall (8)

t, precision precision
Since yi—’: is always positive, precision determines DCNU
prediction is beneficial or not. If precision < ytt—’", the NURR
becomes negative, which indicates that inaccurate predictions
may even cause more nodes to be unavailable. In contrast, a
high-precision model can always achieve positive NURR, and
recall then amplifies the unavailability reduction magnitude.

VII. EXPERIMENTS
A. Experiment Setup

Dataset. The dataset for offline evaluation is collected from
more than half a million nodes in ECS system in one year
and covers the multiple CPU generations, and the DIMMs of
multiple vendors, generations and capacities, etc. These nodes
incorporate different hardware specifications, e.g., varying
CPU generation, DIMM vendor, memory capacity, etc. We
process the raw data and generate more than 1TB structured

TABLE II: Experimental datasets, where ¢ is the timestamp
that Datasetl starts with, and m is the time unit in month.

Name Training Period Test Period

Dataset1 [to,to + 3m) [to + 3m, to + 6m)
Dataset2  [to 4+ 3m,to +6m)  [to + 6m,to + 9m)
Dataset3 [to + 6m, to + 9m) [to + 9m, to + 12m)

data, each sample with 2500+ features. We divide the dataset
evenly into 4 parts, each with 3 consecutive months of the
data. Then we reorganize the 4 parts to 3 datasets, each with 3
months of the training data and the testing data in the following
3 months. Table II shows the evaluation period of 3 datasets.

Evaluation metrics. We use the traditional metrics recall,
precision, and F1-score to evaluate the accuracy improvement
of our approach over existing solutions. Furthermore, we use
NURR to evaluate the predictors’ effects on service availabil-
ity, which is beyond the capability of traditional metrics.

B. Comparison with Existing Methods

Since the definition of our problem is totally different from
prior studies, there is no existing methods for reference and
comparison. The most relevant work is UE prediction [2], [16].
Hence, we adapt two UE predictors in our environments to
predict DCNUs: CE Threshold [16] and UE predictor based on
random forest [2]. We also explore the use of simple heuristic
rules based on threshold of faulty rows and columns. Finally,
four baselines are included in our evaluation.

1. CE Threshold reports a DCNU alert when the CE
count reaches a certain threshold in recent 24 hours [16]. We
carefully tune the threshold and report the best NURR.

2. RF-based UE Predictor uses random forest to predict
UEs with a set of basic memory error statistics [2]. We use
DCNUs instead of UEs to train the model and carefully tune
the hyperparameters to achieve the best NURR.

3. Faulty-Row Threshold. A node will be predicted to be
unavailable if the number of faulty rows accumulated in the
history exceeds a threshold.

4. Faulty-Column Threshold. Similar to Faulty-Row
Threshold.

As to XBrainM, we evaluate the individual performance
of its rule-based prediction (XBrainM-Rule), XGBoost-based
prediction (XBrainM-XGB), and the hybrid approach actually
used in XBrainM that predicts a DCNU if any of the rule or
XGBoost predict a DCNU.

Table III shows the comparison results. Firstly, as the rules
used in XBrainM can be considered as a superset of the
threshold-based baselines, XBrainM-Rule achieves slightly-
better performance (2%"9% higher NURR) than the baselines.
Secondly, the ML model of XBrainM, i.e., XBrainM-XGB,
consistently outperforms the baselines in the three datasets.
With more effective features, XBrainM-XGB can achieve at
least 30% absolutely higher Fl-score and 37% absolutely
higher NURR than the baselines. Last but not least, the
hybrid approach demonstrates the best Fl-score and NURR
that are more than 40% absolutely better than the baselines.



TABLE III: Recall / Precision / Fl-socre / NURR of different prediction approaches.

Datasetl

Dataset2

Dataset3

CE Threshold

RF-based UE Predictor
Faulty-Row Threshold
Faulty-Column Threshold

0.24/0.34/0.28 /0.17
0.50/0.18 /0.26 / 0.22
0.41/0.25/0.31/0.23
0.48/0.20/0.28 / 0.22

0.36 /0.17/0.23 / 0.15
0.46 /0.16 / 0.23 / 0.17
0.37/0.23/0.28/0.19
0.40/0.17/0.24 / 0.16

0.36/0.17/0.23/0.15
0.39/0.22/0.28 / 0.21
0.35/0.18/0.24 /0.14
0.81/0.15/0.26 / 0.26

XBrainM-Rule
XBrainM-XGB
XBrainM-Rule+XGB

0.30/0.62/0.41/0.25
0.75 7/ 0.51 / 0.61 / 0.60
0.77 /1 0.68 / 0.72 / 0.65

0.33/0.58/0.42/0.28
0.77 /1 0.48 / 0.59 / 0.61
0.83/0.65/0.73 / 0.70

0.35/0.60 /0.44 / 0.29
0.79 /0.49 / 0.60 / 0.63
0.78 / 0.67 / 0.72 / 0.66

TABLE 1V: Performance of different ML models in XBrainM.

Recall Precision 3 NURR

XBrainM-XGB  79.34% 48.65% 60.31%  63.03%
XBrainM-RF  68.57% 49.26% 57.33%  54.65%
XBrainM-LR  51.30% 41.23% 4572%  38.86%
XBrainM-SVM  55.73% 29.32% 3842%  36.72%

With the simple rules and effective learning model, XBrainM
consistently achieves over 77%, 65%, 72%, and 65% of recall,
precision, Fl-score and NURR, respectively.

C. Comparison of Various Prediction Models

We then explore the use of different ML models in XBrainM
and perform head-to-head comparisons among XGBoost, RF,
SVM, and LR. Table IV shows the recall, precision, F1-score
(denoted as F1), and NURR with 4 different models. SVM
and LR perform relatively well but are still inferior to RF and
XGBoost. XGBoost achieves the highest F1-score and NURR,
which are 60.31% and 63.03%, respectively. It means when the
model is deployed online, it can roughly reduce 63.03% node
unavailability caused by DRAM faults. So, we use XGBoost
as the default learning-based prediction model in XBrainM.

D. Feature Evaluation

Feature importance. To understand the underlying causes of
DCNU, we expect to quantify the importance of each feature.
Fig. 7 illustrates the top 20 important features relevant to
DCNU, including 10 spatial (beginning with ‘s_’) and 10
temporal features respectively. It indicates that both spatial and
temporal features are important indicators of DCNU. The most
important spatial features are s_single_hard_error_b_max, and
s_single_hard_error_b_sum; they are the max and sum of
single hard errors from the fault banks of a node. For temporal
features, the events in 3 hours t_mcelog_ce_count_3h and
t_mce_killing_3h contribute most to the prediction. It indicates
that the temporal error statistics in the 3-hour time window are
strongly relevant to DCNUs.

Effectiveness of feature engineering. We also examine the
importance of static, spatial, and temporal' features respec-
tively by excluding them from the feature list. The experi-
mental results are shown in Table V. As we can see from the
table, the static features are less important, and the NURR

ICE counts, kernel events, and their temporal aggregations.

TABLE V: Performance on different feature combinations.

Recall Precision Fy NURR

All Features  79.34% 48.65% 60.31%  63.03%
Excluding Static ~ 70.08% 50.84% 58.93%  56.29%
Excluding Temporal ~ 67.01% 43.01% 52.39%  51.43%
Excluding Spatial ~ 67.35% 38.57% 49.05%  49.89%
Top-20 Only  72.64% 37.22% 49.22%  53.12%

s_single_hard_error_b_max
t_mcelog_ce_count_sum_3h
s_single_hard_error_b_sum
s_singe_hard_error_b_avg_28d
t_mce_killing_std_3h
s_single_hard_error_b_max_7d
t_mce _killing_sum_3h
t_suppressed_mce_notify_sum_3h
s_error_row_sum_ld
s_error_cell_b_sum
t_suppressed _mce _notify_std_3h
s_error_colomn_b_sum
t_mcelog_ce_count_diff_3h
t_mce_killing_std_3h
s_error_bank_count
t_mcelog_ce_count_skew_3h
s_single_hard_error_b_max
s_ce_count_col_max_b_max_1d
t_kernel _edac_sum_3h
t_suppressed_mce_notify_std_3h

0 1000 2000 3000

Fig. 7: Feature importance of the XGBoost model.

decreases no more than 7%. Both the temporal and spatial
features contribute a lot to the final results as the NURR
decreases over 11% and 13% respectively, without including
those features.

The spatial features are most important in prediction, and it
again indicates that DCNU occurrences are relevant to micro-
level spatial fault characteristics [16], [21]. Furthermore, to
evaluate whether we need so many features, we train the
XGBoost model with only the top-20 important features. Table
V shows that the NURR decreases roughly 10%. In such a
large-scale cloud, 10% node unavailability reduction impacts
a lot and is quite valuable, especially considering that the
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Fig. 9: Online results.

overhead with 2500+ features is negligible.

E. Parameter Tuning and Leading Time

We next perform a set of experiments to evaluate the impact
of different parameters and show the leading time of the
successful predictions with our model.

Impact of decision threshold. For binary classification, the
decision threshold decides the confidence level of the alerts.
As shown in Fig. 8(a), a strict decision threshold is likely to
be associated with a low recall and a high precision and vice
versa. By carefully tuning the decision threshold, we can strike
a good balance between precision and recall. Fig. 8(a) shows
the variance of recall, precision, F1-score, and NURR with the
varying threshold. As shown in the figure, when we reach the
best NURR 63%, the recall and precision are 79% and 49%.
As to Fl-score, the threshold 0.8 achieves the best Fl-score
70% with 64% recall and 75% precision. Tuning the threshold
with Fl-score is 8% worse NURR than tunning with NURR
directly. That is to say, a model tuned by NURR can reduce
8% more node unavailability when it is deployed online.

AUC (Area Under The Curve)-ROC (Receiver Operating
Characteristics) curve is one of the most popular evaluation
metrics for checking the performance of the classification
model. It measures the quality of predictions irrespective of

what classification threshold is chosen. As shown in Fig. 8(b),
our model is accurate and robust as the curve is close to the
upper left corner, and the percentage of AUC to 92.7%.

Impact of the prediction interval. We select prediction
interval from a set of candidates {5 minutes, 1 hour, 3 hours,
1 day}. Generally, a shorter prediction interval can reach a
higher recall, but it may involve too much system overhead.
On the other hand, a longer window brings less overhead, but
it fails to predict some failures promptly. Table VI shows the
prediction performance with different prediction intervals. As
we can see from the table, precision is relatively stable, but
recall keeps decreasing as the prediction interval increases. In
the list, a 5-minute prediction interval is most suited to DCNU
prediction in XBrainM.

Leading time. Fig. 8(c) shows the distribution of the leading
time of DCNUs which are correctly predicted. The X-axis

TABLE VI: Performances on different Prediction Interval.

Prediction Interval Recall Precision Fy NURR
5 minutes  79.34% 48.65% 60.31%  63.03%

1 hour 57.57% 48.41% 52.59%  45.68%

3 hours  46.69% 48.13% 47.40%  36.99%

1 day 39.75% 48.28% 43.60%  31.51%




is the log-scale time-axis measured in minute, while Y-axis
represents the fraction of the predictions whose leading time
exceeds the value of the X-axis. As we can see from the
figure, more than 89% of all leading time is longer than 15
minutes, leaving sufficient time for VM migration. Actually, in
our cloud, more than 95% of the leading time is sufficient for
VM migration as our system specially optimizes the process
of live migration.

F. Online Results

XBrainM has been deployed in the production environment
of ECS system for over a year and significantly improved the
overall service availability.

Online recall and precision. As described earlier, we use
stress testing to confirm whether the predicted faulty nodes
will become unavailable or not. Then, we compute the online
recall and precision based on the stress testing results. As
shown in Fig. 9(a), XBrainM consistently achieved more than
60% monthly recall and precision in one year.

DCNU rate and total DCNU time. In the production
environment, DCNU rate is the percentage of nodes that
experienced DCNU among all nodes, and the total DCNU time
is used to evaluate the total unavailability caused by DRAM
faults. Fig. 9(b) and 9(c) illustrate the monthly DCNU rate
and monthly total DCNU time in one year before and after
XBrainM deployment. The Y-axis is in relative scale due to
business confidential reasons. As shown in the figures, both
the DCNU rate and total DCNU time have a significant (over
40% relative) reduction after XBrainM being deployed, which
indicates XBrainM effectively avoids a considerable number
of DCNUs. As to the yearly average, XBrainM significantly
improves the availability and reliability of our cloud by
reducing 57% of DCNU rate and 69% of total DCNU time.

VIII. RELATED WORK

During the past years, many studies have been carried out on
failure prediction in real production systems. Li et al. [26], [27]
performed empirical and realistic evaluation of memory errors
on an Internet service farm. They observed different failures
on cells, rows, columns, and whole chips. Zivanovic et al. [45]
presented the memory failure characteristics from a large-scale
field study in Google’s server fleet. It was observed that the
probabilities of both CEs and UEs increase in the presence of
prior errors. Hwang et al. [21] presented an expanded study
on the error data collected from Google’s server fleet and the
Blue Gene clusters. It was found that along those cells in the
band of nearby rows and columns, the probability of error
occurrence increases significantly. Sridharan et al. [37], [38]
argued that DRAM failure rate is a better indicator of DIMM
health than error rate.

Dattatraya et al. [10] studied the memory error data for
more than 1 billion compute node-hours over 8 years. It was
observed that MCEs from memory and cache constitute a
large fraction of total hardware failures. Patwari et al. [34]
performed an investigation on spatial behaviors of DRAM

errors across an entire cluster. It was shown that some suscep-
tible regions are more vulnerable to errors than other regions.
Meza et al. [30] performed an investigation on memory errors
in the servers at Facebook over fourteen months. It was
observed that the hardware and software overheads to handle
such errors cause a kind of denial of service attack on some
servers. However, this work only quantifies the importance
of the features, no prediction results are given. Du and Li
[13] proposed a method to predict DRAM errors in micro-
level components, such as cell rows and columns. The method
is based on a kernel function that measures the similarity
between the current observation and a certain previous ob-
servation in history.

Several studies proposed to use machine learning to predict
DRAM UEs before they occur [2], [16], [18]. They typically
train an ML model from historical data and then perform
predictions for further actions such as job migration to mitigate
the failure impact. Giurgiu et al. [18] processed the raw data
using feature selection, pre-branching, and data imputation,
finally built a sliding window classification model with ran-
dom forests and achieved decent performance in experiments.
However, the best recall reported with the model is only 31%.
Boixaderas et al. [2] used random forest to predict DRAM
uncorrected errors in the MareNostrum3 supercomputer. In-
stead of using the traditional metrics such as precision, recall,
and F1-score, this work proposed the cost-aware prediction to
measure the system cost with a low precision (no more than
2%, our precision is much higher).

Recently, building AI solutions to solve system problems
has become a hot topic. A few studies proposed to enhance
system availability in cloud or HPC by predicting node failures
in advance [6], [9], [28], [29], [43]. They apply the most
popular machine learning models in their system, such as
LSTM, random forest, etc. Failure prediction on other im-
portant components of the computing nodes or systems were
also studied, such as disk failure prediction [17], [41], [42],
switch failures prediction [44] and GPU error prediction [31].
Differing from those studies, our task is to prevent DCNUs.

To mitigate the memory errors proactively, the software
solution of memory page offlining was studied in [8], [14],
[21], [30], [39]. As a feature on Intel ICE Lake platform,
Partial Cache Line Sparing was studied in [15].

IX. CONCLUSION

In this paper, we proposed to predict DCNU relevant to UEs,
CE storms, and DIMM communication losses. We designed
novel spatio-temporal features based on the observation that
DCNUs have strong relevance to temporal statistics and spatial
patterns of CEs, to train a ML model. We then developed
XBrainM, which ensembles the ML model and traditional
rule-based approaches to predict DCNUs. Offline results show
that our prediction approach achieves over 40% more node
unavailability reduction rate than existing methods. Online
results in the production environment show that XBrainM
significantly reduces 57% of DCNU rate and 69% of total
DCNU time.
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